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Abstract. Non-stop and highly available applications need to be dynamically
adapted to new conditions in their execution environment, to new user require-
ments or to some situations usually unpredictable at build-time. Bank, aeronau-
tic, mobile and Internet applications are well known examples of applications
requiring the dynamic reconfiguration. On the other hand the development
complexity and cost constitute an important problem for the creation of appli-
cations supporting to be dynamically reconfigured. The work we present in this
paper is centered around the dynamic reconfiguration of component-based ap-
plications. It is dedicated to describing DYVA, a virtual dynamic reconfigura-
tion machine. The virtual aspect of DYVA means its independence from a par-
ticular application or a particular component model, which enhances its
genericity and its reusability.
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1 Introduction

For some critical and highly available applications the dynamicity is considered as
an important criteria to guarantee an acceptable availability and quality of service. In
this paper, by dynamic we mean the ability to reconfigure a running application to
take into account some new conditions, sometimes unpredictable, without completely
stopping it. In general the dynamic character of an application is proportional to its
complexity, in other words, the more we want a system dynamic, the more we must
complete a complex development work.

The work we present in this paper is centered around the dynamic reconfiguration
of component-based applications [1]. It is dedicated to describing DYVA, a virtual
dynamic reconfiguration machine. In this paper we consider that an application con-
figuration is the set of components forming this application and their interconnec-
tions. A reconfiguration can be then defined as any operation whose role is to modify
the initial configuration. An operation can be for example the disconnection of com-
ponents, the creation of new connections, the modification of existing connections
(reconnection), the addition or the removal of components or the replacement of
components or groups of components. A dynamic reconfiguration can then be de-



fined as a reconfiguration performed on a running application without fully stopping
it and whilst preserving its consistency.

This paper is organized as follows: in Section 2 we discuss our motivations for the
notion of a virtual dynamic reconfiguration machine. Section 3 is dedicated to de-
scribing DYVA and before we conclude, Section 4 explains through example how to
use DYVA to support the dynamic reconfiguration of a component-based application.

2 Motivations and objectives

Our motivations for the idea of a virtual machine to support the dynamic recon-
figuration of component-based applications have two facets: the importance of the
dynamic character of applications and the virtual aspect of our dynamic reconfigura-
tion machine.

The dynamicity is in general relevant for some classes of critical, non-stop and
highly-available applications where the continuity of service is very important. We
need to dynamically reconfigure a running application for many reasons:

- The clients of this application need a continuous service and do not support
the interruption of the functionalities provided by the application like in
aeronautic and real-time applications.

- The execution environment changes frequently and in this case it is imprac-
tical to stop the application every time to take into account the new parame-
ters. For example a multimedia presentation application is closely related to
the variation of the bandwidth. Such an application must adapt its presenta-
tion policy according to this bandwidth.

- Stopping/restarting the application requires a lot of effort or it decreases the
quality of service. A large distributed application, for example, requires
complex and tedious work to be stopped, updated, rebuilt and correctly re-
started, therefore it is easier and more preferable to perform the required
modifications without completely stopping the application.

It is important to note that an application may be reconfigured for other reasons
such as those discussed in [2]. In the previous paragraph we were interested only in
the reasons for which the reconfiguration must be done dynamically. In [3] other
examples of domains where the dynamic reconfiguration is needed are given.

In spite of the importance of dynamicity, it remains one of the key challenges fac-
ing software developers today. To develop an application that can be dynamically
reconfigured the developer must deal with the reconfiguration code instead of focus-
ing on its application logic. In [4] we presented and evaluated many approaches deal-
ing with the dynamic reconfiguration of component-based applications. Approaches
like [5,6] associate to each component a specific part dedicated to its management
and responsible for providing the necessary functionalities for its dynamic reconfigu-
ration.

DYVA, which stands for “DYnamic Virtual Adaptation machine”, is our solution
to support the dynamic reconfiguration of component-based applications. It is the



result of several works which we completed previously [4,7,8,9]. DYVA is intended
to be generic which means its independence from a particular application or a particu-
lar component model. The idea is to start from a concrete application, that can be
instrumented, and to create an image of this application according to a canonical
model. At run-time the canonical representation can be dynamically reconfigured
which causes the reconfiguration of the concrete application (the canonical represen-
tation and the application are causally connected).

3 DYVA: our dynamic virtual reconfiguration machine

3.1 Overview of our approach

Recently we proposed and prototyped a dynamic reconfiguration framework for
JavaBeans-based applications [7,10]. This framework enables one to dynamically
reconfigure a JavaBeans-based application with the minimal participation of the user.
In the context of another project, the same work has been done for OSGi-based appli-
cations [8,11], this second work allowed us particularly to validate the dynamic re-
configuration process proposed in [7].

After working on two different component models, namely JavaBeans and OSGi,
some basic concepts seemed to be apparent and shared by both models. For instance
the dynamic reconfiguration routines and process. This observation was a key ele-
ment that motivated us to work on a virtual dynamic reconfiguration framework.

3.2 DYVA logical architecture

The global architecture of DYVA is presented in Figure 1.
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Fig. 1. DYVA global architecture
As shown in Figure 1 three parts can be distinguished:



- The base-level: represents the concrete application that provides the ex-
pected functionalities.

- The meta-level: it is transparent to the application users and can be seen
as an abstract representation of the concrete application.

- DYVA kernel: the different operational modules of the dynamic recon-
figuration machine.

3.2.1 Causal connection

It is important to note that the meta-level is not only an independent snapshot of
the base-level but it is causally connected to it: modifying the meta-level causes a
corresponding modification to the base-level, and vice versa. Monitoring and modifi-
cation operations realize the causal connection between the base-level and its abstrac-
tion. They assure that the modifications occurring at one level are propagated in the
other level in order to guarantee that each level gives an accurate view of the other.
The causal connection is an important concept in reflective architectures [12].

3.2.2 Sensors

Sensors are the concrete elements that assure the monitoring. They are responsible
for observing the application and its execution environment and sending up the rele-
vant events occurring at the base-level. By relevant we mean a change at the base-
level concerning an entity represented at the meta-level, for example if a property of a
component instance is modified, an event is sent up only if this property is forming
part of the instance state or representing an interaction point (receptacle), otherwise
no event is needed. Notification events are only limited to information represented at
meta-level for performance reasons. There are two kinds of sensors:

- Environment sensors: a sensor of this category is a module permanently exe-
cuted (as a daemon) and controlling a specific environment resource (disk,
memory, load, bandwidth...).

- Application sensors: an application sensor is an agent belonging to the appli-
cation code, and responsible for informing the meta-level when a significant
event occurs in the application. In the current version an event is sent in the
following situations:

- Component instance created: an event specifying the reference of
the created instance is fired.

- Method called: the user can chose to send an event for each called
method or to select only some methods.

- Property affected: if a property is forming part of a component in-
stance state, an event is sent up if its value changes. If the property
represents an interaction point between two instances and its value
is changed, that means that the application architecture has been
modified. An event is then sent up.



3.2.3 Supervisor

The role of the supervisor is to allow the auto-reconfiguration of applications. It
represents a reasoning engine that introspects or receives events from the system
abstraction and takes decisions according to these events and according to some re-
configuration policies. A decision may have one of the following forms:

- Invocation of the reconfiguration manager operations, for example if some
component instance is no longer available, the supervisor may ask the recon-
figuration manager to create a new instance of the same component and to
reconnect it in the place of the unavailable one.

- Delegation of the decision to an external actor if the supervisor is not able to
reason about the received event and to take an appropriate decision. In this
case the supervisor displays a message describing the situation and a human
administrator, for example, must intervene to take a decision.

3.2.4 Reconfiguration policies

Some policies are required to make possible the auto-reconfiguration of applica-
tions. Auto-reconfiguration means the ability to take consistent dynamic reconfigura-
tion decisions without the intervention of an external actor (usually a human adminis-
trator). The current specification of reconfiguration policies is very primitive. It con-
siders a very simple form of reconfiguration rules. The improvement of this specifica-
tion is one of our perspectives.

3.2.5 Reconfiguration manager

The reconfiguration manager is the central part of the reconfiguration framework.

It provides and implements the basic dynamic reconfiguration routines. These rou-
tines operate on the system abstraction (and not directly on the base-level) which
guarantee the independence and the genericity of our machine. In the following
points we describe the main operations implemented by the reconfiguration manager,
all these operations can be applied at the abstract level then propagated thanks to the
causal connection to the base-level:

- Removing a component instance: a component instance could be removed only if it
is in a stable state. For example, if an instance is modifying a file or a database, it
should not be removed before the end of its writing task. When a component in-
stance is removed all its connections with other instances are systematically re-
moved.

- Removing a component: removing a component instance does not affect other in-
stances of the same component. Sometimes instead of removing one instance, it is
hoped to remove a component. In this case the component and its resources are
unloaded and all its instances are removed.

- Dynamic disconnection: two kinds of dynamic disconnection are supported by the
reconfiguration manager:



e Port-level disconnection: the administrator must specify the source and
the target ports concerned by the disconnection.

e Instance-level disconnection: all the provided and required ports of the
instance are concerned by the disconnection.

- Dynamic connection: to create a new connection the administrator must specify the
required port and the provided port to be connected. These two ports must be
compatible to allow the connection operation.

- Dynamic reconnection: the dynamic reconnection uses the disconnection and con-
nection operations described above. It is a fundamental operation which is useful
for all other reconfiguration operations. The reconfiguration manager provides
two kinds of dynamic reconnection:

- Port-level reconnection: only one port is concerned by the reconnection.

- Instance-level reconnection: all the provided and required ports of the in-
stance are concerned by the reconnection.

- Creating a new component instance: the extension or the adaptation/correction of
the application functionalities may require the creation of new instances.

- Replacing a component instance: for performance or correction reasons we need
sometimes to replace one component instance by another one more suitable for
the application requirements. The instance replacement is a complex process
composed of a set of ordered activities that can be summarized as follows:

- Creating the replacing instance if it does not already exist.

- Passivating the old instance which means stopping all ingoing requests
sent to this instance. The stopped requests should be saved and treated
later to complete the reconfiguration operation.

- Transferring the state of the old instance to the new one for consistency
reasons.

- Reconnecting the new instance in the place of the replaced one.

- Activating the new instance and potentially removing the old one.

The state transfer is a very complex problem, in this paper the state of a component
instance is considered simply as a subset of its data-structure values. These data-
structures have to be accessible to be able to read the state of the replaced instance
and to write it in the new one. Other complex aspects of the state transfer have not
been addressed like inaccessible data-structures and the execution state (treads).

4 How to use DYVA in practice

DYVA can be used in two different ways: declaratively or programmatically.

- Using DYVA declaratively: a description of each component forming the ap-
plication is necessary. A dedicated tool uses this description provided by the
user and instruments the application according to it.

- Using DYVA programmatically: a description of the application components
is also required in this case, however, the developer has to explicitly use an
API provided by DYVA. Therefore in the second case, no instrumentation tool
is needed.



In this section we will describe only the declarative usage of DYVA. We first
show through an example how to create the description file of a simple application.
Then we describe the instrumentation process and we focus particularly on the modi-
fications introduced on the application during this process.

4.1. Application description

The first step before using DY VA is to provide a description of the application to
be reconfigured. This description must be done according to the canonical model
presented in the previous section. According to the application component model, it is
possible to build semi-automatic description tools responsible for analyzing applica-
tions and discovering partially their description. If the targeted component model
provides explicitly the application description in a given format (ADL for example), a
transformation tool can be used to map this description to the canonical model.
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Figure 2. Application example

The description file of the application example presented in Figure 2 looks like the
following.

- <Repositorys
- <iZomponentss
- «Component name="Client">
- <RequiredPorts>
<RequiredPort name="cp" type="I1Server" /=
«fRequiredPorts=
<Implementation name="example01.Client" /=
<fComponents
- <Component name="ServerFR">
- <ProvidedPorts>
<ProvidedPort name="sp" type="IServer" /=
</ProvidedPorts=
<Implementation name="exampled1.ServerFR" /=
<fCamponents
</Componentss
< /Repository=

For simplification reasons, in the description file many details have been omitted
like reconfiguration dependencies between components, reconfiguration compatibil-
ities and other metadata describing the internal structures forming the state of each
component.



It is important to note that the previous file describes only the components and not
the application architecture. Information about the application architecture in terms of
component instances and their interconnections are discovered at run-time. The re-
sponse to how this can be done is given in the following section.

4.2. Application instrumentation

After having the application description, an instrumentation tool is mainly used to
introduce some modifications in the application code. In the following we show the
instrumentation process of the application example we presented above. This applica-
tion example has been implemented in OSGi component model.

After the instrumentation, the following modifications are introduced in each com-
ponent implementation:

- Ineach constructor, adding a call to DYVA to inform it when an instance is
created.

- Acall to DYVA is inserted at the beginning and at the end of public meth-
ods. This is optional and can be parameterized by the user to select only
some methods or to call only at the beginning or only at the end of some
methods.

- If a property is forming part of a component instance state, a call to DYVA
is inserted to inform it if the property value is modified. If the property
represents an interaction point between two instances (required port), a call
to DYVA is then inserted to inform it if the property value is modified (that
means that the application architecture has been modified).

- For each required port two methods are needed to connect and to disconnect
the port. If these methods are not provided by the developer, they are in-
serted automatically by the instrumentation tool.

A call to DYVA means simply sending an event with the appropriate information
to the meta-level. This allows the application architecture to be dynamically created.

4.3 Reconfiguring the application at run-time

After it has started, the first task the instrumented application transparently does is
to create the control environment that allows to show graphically its architecture as
illustrated in Figure 3 (the control environment is created after firing the first event of
the application). This environment allows also to control and to dynamically recon-
figure the underling application.

Any reconfiguration operation acts on the meta-level and is systematically propa-
gated to the concrete application thanks to the causal connection. Using the recon-
figuration interface, the administrator can graphically reconfigure the running appli-
cation.
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Figure 3. Reconfiguration interface

For example in Figure 3, a new component (“ServerEU”’) has been added to the
application, an instance of this component is created (“[I1-0] ServerEU”), and as
illustrated by the contextual menu, the old “ServerFR™ instance will be replaced (by
the new “ServerEU” instance).

5 Conclusion

A dynamically reconfigurable application is an application which supports some
modifications in its architecture and behavior at run-time without being fully stopped,
and whilst preserving its integrity and an acceptable quality of service. This property
is very important for some classes of critical, highly available and non-stop applica-
tions and constitutes one of the key challenges facing software developers today. This
paper presented DYVA, a generic support that assists developers to build dynami-
cally reconfigurable applications and provides means to administrators by which to
reconfigure these applications at run-time. Our approach, intended to be generic and
reusable, serves as a support to enhance applications with the dynamic capabilities
and provides means to dynamically reconfigure these applications at run-time. The
automation is an important aspect of our approach which simplifies the creation of
applications endowed with dynamic capabilities on one hand, and gives the ability to
take automatically some reconfiguration decisions according to a set of strategies on
the other hand.

The results we obtained after the development of DYVA allow us to conclude that
an approach driven by the abstraction of technical and specific properties of applica-
tions seems to be very promising. The next step to follow the work we presented in
this paper has three main facets: stabilizing and extending our current prototype,



enlarging the set of reconfiguration operations currently supported and extending the
work to other component models. All these facets are needed to validate our approach
and to prove its feasibility.
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